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Heal thcare Securi ty
Who gets access to what ... and when... and where...

The simple problem...

Who are you, and what do you get 
access to... and when do you get that 
access, and where do you get it, and what 
do you do if  you are locked out?

These are all simple enough 
questions, but the solutions to the 
associated problems can get buried under 
an avalanche of  technical, political, 
organizational and financial issues.

This is further complicated by the 
current pace of  business, the wider reach 
of  an organization across partners and 
affiliates, and a rapidly changing 
technical infrastructure - can you spell 
LDAP,  SAML, SSPR, CCOW, RBAC, 
ESSO, RSO, OTP, GINA, ILP?

The dream of  a single centralized 
directory of  all user data is long gone.  
Silos of  data are a fact of  life within any 
organization, and the problem just 
compounds as the boundaries between 
organizations become fuzzier.

VPN, Blackberries and iPhones, and 
fast networks make it even more difficult 
as the physical boundaries of  a business 
have less relevance to the boundaries of  
IT systems - users are getting used to the 
idea of  anytime, anywhere access.

There are also more challenges 
ahead as organizations face new business 
requirements:

✦ Linking digital & physical identity
✦ RFID
✦ Biometrics
✦ Federation
This isn’t a problem that will go 

away. In most organizations, the 
implementation of  new systems is moving 
faster than the implementation of  the 
IAM infrastructure to support it.

There are many solutions available, 
and many can be implemented in a 
surprisingly short time frame.

Are you ready?
Maturity Assessment

Can you get there from here?  First 
you have to know where you are.  And it 
would be helpful to know where you are 
going.

314e Corporation has developed a 
Quick Assessment that reviews your key 
systems, and basic processes associated 
with  Identity and Access Management - 
compare where you are with industry 
Best Practices, and understand what your 
maintenance, tactical and strategic 
choices are.

Call Russell Tait to discuss where you are, and 
how to get where you want to go.

Phone (877) 314e HIT [877-314-3448]

314e Corporation is a leading 
Healthcare Information Technology 
services firm.

IDENTITY AND 
ACCESS 
MANAGEMENT

1
SINGLE SIGN ON
Log in once to get access to 
your applications - not the 42 
times per shift of one hospital 

2
PASSWORD SYNCH
Consistent, secure passwords 
across systems - good for users, 
required by management

3
AUDIT AND PRIVACY
The Clooney effect. It’s getting 
more difficult every year - more 
systems, more data on-line, 
more people involved... and then 
there’s HIPAA and SOX

4
PROVISIONING
It’s 6pm on Friday - did all those 
accounts get turned off for the 
guy who was fired... and did we 
create ALL the accounts for 
those people starting at 9am on 
Monday? It’s not just email 
accounts anymore.
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